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Foreword

We, at IDRBT, have been working on various
important areas of interest to Banking
Sector in India. In order to present some of
the research work carried out by our faculty
and other senior officials, the Institute has
planned to bring out a series titled
IDRBT Staff Paper Series. The present
volumeis the first in the planned series.

Each volume of the Staff Papers is intended
to be on a specific theme of relevance to the
Banking Sector. In view of its currency and
importance, the first volume is focusing on
Mobile Payments. The Institute intends to
bring out future volumes on such topical
themes, as and when staff members have
undertaken research in that area.

In the first volume, we present three papers
on mobile payments. While the paper by
Dr. N. Raghu Kisore summarizes the
features of various payments products
across the globe, the paper by Mr. S. Lalit
Mohan presents the results of opinions
collected from various social media sites on
the payment solutions offered by banks in
India. Dr. MVNK Prasad and Dr. S. Ananth
have carried out a survey on the usage of
mobiles for banking and payments in two
districts in the states of Telangana and
Andhra Pradesh. The three papers put
together present an overall assessment of
mobile payments.

The survey conducted by IDRBT in the two
states throws out the inadequacies in the
mobile banking and payment solutions
offered by the banks. More importantly, the
survey captures the lack of awareness of
such products and services.

In order to increase the usage of mobiles for
banking and payments, the following can be

considered:

* Banks may consider giving a mobile or
a similar gadget, loaded with
necessary apps as part of account
opening kit to the customers

* The Government may consider
providing mobile stations where
uninterrupted high bandwidth data
connections are available for
completing transactions without fail

* Large scale education and awareness
campaigns among bank staff and
customers to ensure that mobile
becomes the primary channel for most
of the customers.

The Institute plans to bring out staff papers
on a regular basis, each containing a few
papers focusing on an important theme.
Feedback on the series is solicited at
publisher@idrbt.ac.in.

Y

Dr. A. S{ Ramasastri
Director, IDRBT
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Chapter 1

Executive Summary

While the original purpose of internet was to foster academic and
research partnership through information exchange, the primary
interest in World Wide Web for the last two decades has been e-
commerce and banking. The wide spread penetration and
accessibility of internet — augmented by increased capabilities of
Mobile Internet Devices (MIDs) — has led to a spurt in the number of

online payment solutions.

While telecommunications has fostered an environment for
transitioning from cash and paper economy to a card based
economy, internet has created the possibility for the next phase of
evolution namely moving from card based transactions to cashless
and cardless economy. While the first decade of the 21* century,
was dominated by internet commerce, the current decade belongs
to mobile commerce. However, mobile commerce/payments has not
seen the same amount and volume of growth as in case of other
solutions and further, the growth of mobile commerce has been

highly uneven across different world economies.

In spite of the massive growth in the number of e-commerce and m-
commerce solutions being offered in different countries, we believe
the growth is uneven due to a variety of factors, some of which are
purely cultural and economical, while many others are technological
and regulatory in nature. In this report, we study the mobile
payment solutions provided in different parts of the globe and arrive
at key observations that determine the success of mobile payments

in respective countries. Table 1.1 captures the penetration of mobile
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phones, smartphones and finally volume of mobile payments across

different regions of the globe.

Country Population SIMs Issued, Smartphones m-payments
% of Pop., Unique (% of mobile Tx. amt, Vol.
Subscriptions, No. users) (as of Dec 2014)
of SIMs/User
(Source: GSM
Assoc.)
India 1.258 752M, 39%, 181.5M $4B, 90M
488M, 2.84 (37%)
China 1.36B 1.293, 53.3%, 519.7M $3.66T, 4.5B
720M, 1.79 (72%)
Africa 1.1B 374.5M, 33.7%, N/A N/A
539M, 1.44
Bangladesh
156.6M 125.1M, 43%, N/A $1.03B, N/A
67.1M, 1.86
USA
318.9M 341M, 87%, 220M S50B, N/A
269M, 1.26 (71%)
N/A
Europe 742.5M 687M, 57.9%, 279.5M
430M, 1.6 (65%)
Japan N/A
127M 160M, 90.5%, 30M
115M, 1.39 (58%)
South Korea 49M 56M, 90.5%, 31M N/A
44.3M, 1.26 (70%)

Table 1.1: Penetration of Mobile Payments across Different Countries

The success of any payment model can be largely attributed to a rich

ecosystem of merchants, customers and of course banks. In the

traditional IP based (packet switched) payment systems, the carrier

had no say in the payment systems. But cellular networks (until 3G)

are different, they are circuit switched, unlike the bank’s IT systems

which are packet switched and hence in addition to telecom and

financial regulations required to bridge the two types of networks,

Mobile Network Operators (MNOs) have a significant say (when
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relying on SMS/USSD channels) in the success of the payment
solution. While GPRS allows to provision banking services as Over-
the-Top (OTT) services and thus reduce the dependency of the MNO,
they require deployment of smartphones and associated apps to
simplify user experience. The deployment of smartphone apps
becomes a hassle in countries where the smartphone market is
heavily fragmented by the presence of multiple hardware vendors
and Mobile OS versions. Finally, provisioning of banking services as
OTT services, requires good penetration of 3G and 4G networks and
is @ major constraint in all developing countries other than China.
Finally, just as a predominant MNO greatly benefits fostering a rich
ecosystem, dominant e-commerce leaders greatly reduce the

interaction matrix between customer and merchants.

The most successful countries in adopting mobile payments are
China, Africa and Bangladesh. Africa and Bangladesh are not
necessarily successful models from the perspective of a bank-led
model as their success is largely due to lack of alternative payment
techniques. Africa and Bangladesh are successful MNO-led banking
model and the success is largely attributed due to higher population
densities and the existence of a dominant MNO. As indicated in
Table 1.1, China is the largest success story for mobile payments
largely due to the existence of a few dominant payment solutions in
the form of UnionPay and Alipay (together hold 75% market share),
dominant m-commerce players alibaba.com and JD.com (together
hold 80% market share) and finally a dominant 3G and 4G mobile

carrier in the form of China Mobile (60% market share).

Europe and USA are successful stories for electronic payments which
encompasses mobile payments largely due to high penetration of

smartphones (70%) and 3G/4G networks. Further, the smartphone
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market is dominated by high-end android and iOS platforms and
hence experience limited fragmentation of phone hardware and OS.
The penetration of advanced communication technologies have
facilitated provisioning of payments solutions as OTT service,
especially in the US. Mobile payments in Europe are still largely
MNO-led mainly because of the cultural preference for AfterPay
solutions and the MNOs allow people to make their m-commerce
payments as part of their monthly telco bills. However, such a
mechanism is possible because of a centralized credit history

mechanism and the prevalence of postpaid connections.

South Korea and Japan to a significant extent are failure stories in
terms of volume of mobile payments largely due to regulatory
environment. Culturally credit payments are not preferred and the
central banks also do not provide for credit cards as they exist in rest
of the world. To a significant extent, mobile payments are essentially
proximity payment solutions and are limited to payment of low value
transit and utility services. Technologically, while smartphones have
penetrated 70% of mobile users, the deployment of solutions based
on electronic wallets has made it difficult to integrate multiple
payment solutions and hence the mobile payment market is heavily

fragmented.

India on the other hand has neither the advantages of the developed
world nor of the developing world. The market is heavily fragmented
because of multiple banks, commerce giants and MNOs. Finally, low
penetration of technology in terms of 3G/4G and smartphones has
greatly led to dependence on SMS and USSD payment solutions just
as in case of underdeveloped countries. The delivery of solutions
over SMS and USSD channels is greatly hampered by lack of a
dominant MNO. Finally, while the establishment of a National USSD
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platform, has resolved issues related to bridging of banks and MNOs
to some extent, QoS issues related to USSD are still a matter of

concern to the end user.

In this report, we present a detailed study of 43 popular and well
established mobile payment solutions widely deployed in the
developed (29 solutions), developing (seven solutions) and
underdeveloped (seven solutions) countries. The payment solutions
were studied based on nine metrics. In all, 16 countries were chosen
for the study, out of which seven were developed countries, three

were developing and six were underdeveloped nations.
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Chapter 2

I ntroduction

Payment industry is an ecosystem of different agents who bridge the
geographical gap between a customer and a merchant by providing a
solution whose sole intention is to simplify the process of value
transfer between them. The simplification of the process of value
transfer between the customer and merchant greatly aids in
business and opens up new frontiers which today are more popularly
called e-commerce and m-commerce. The process of simplification
of value transfer greatly enhances business and thus the GDP of the
country as the payment solution will be able to connect remote
customers and merchants. Mobile payment systems also assist in
increasing the velocity with which money can be transferred

between two interacting agents.

Payment solutions, no matter whether the mode is e-commerce or
m-commerce typically consists of an acquiring bank (represents
merchant), issuing bank (represents customer) that are connected
together via a payment gateway, payment processor and finally the
card network. The purpose of the elaborate set of agents is to ensure
trust, security and reconciliation of transactions made between the
customer and merchant, at an affordable price to both the trading

entities i.e. the merchant and the customer.

In a real world, one or more of the above agents are represented by
hardware in the form of a POS terminal, a smart card
(credit/debit/gift/top-up card) and finally a financial switch. The
proliferation of internet and mobile communication technologies has
led to replacement of the hardware peripherals by software only

algorithms/systems. A major noticeable difference to the customer
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and merchant is the prevalence and widespread use of digital
wallets. Software solutions being much cheaper have greatly aided in
bringing down the average transaction fee associated with each
transaction. The lower transaction cost made it financially viable for
the agents to handle low value transactions which in turn increased
the transaction volume. The rising transaction volume coupled with
lower per transaction costs has lead to spurt of innovations in the

arena of payment and settlement industry.

Transaction volume has been greatly aided by the increasing use of
internet on mobile devices or more popularly known as Mobile
Internet Devices (MIDs). The lowering cost of MIDs has resulted in
the spurt of m-commerce in the last four years. Today, more people
own an MID than an internet-only device (laptop and desktop) and is
probably the only device for a vast majority of people in the

developing and underdeveloped world.

While volume of mobile payments continues to increase, the total
amount of money transferred over the mobile channel is nowhere
near to the money transferred by the traditional wired internet
channels. Given the vast number of mobile payment solutions
available today and associated smaller market share of mobile
transactions, we believe it is necessary to study the existing solutions
and analyze the underlying reasons for the success and failure of

these solutions.
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Chapter 3

Evaluation M atrix

Given the vast number of solutions and the fact that most of the
solutions are similar, we use the following matrix to simplify our

evaluation process.

3.1. Ownership

Financial transactions can be broadly classified into two categories:

aided by banks and unaided by banks.

3.1.1. Aided by banks

These solutions require the sender and receiver to be associated
with a bank. The association with the bank aids establishing trust

between the transacting parties in dispute resolution.

3.1.2 Unaided by banks

These solutions do not require any association with the bank and are
largely operated as transfers between digital/mobile wallets. The
wallets could be either hard (stored in cards) or soft (stored in a
central repository or a piece of software on the user’s machine). The
wallet operator provides a web interface or an app to facilitate
payments between registered partners. Depending on the
regulations cash out feature may not be provided and at times the

solution might operate as a Closed User Group (CUG).
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3.2. Technology Aspects

Technology is inherent to facilitate mobile payment solutions. The
usability and affordability of the solution is greatly influenced by the

type of hardware and software used to build the payment solution.

3.3. Legal Aspects for Customer Protection

Mechanism for dispute resolution is a major requirement for any
payment solution and this requires a central ownership of the
payment cycle consisting of customer, merchant and/or bank. The
central ownership could be a bank, telco operator, merchant, third
party service provider/aggregator or a hybrid model encompassing

one or more of the above operators.

3.4. Cost to Customer

Different payment models incur varying costs. These costs are in the
form of direct and indirect costs. Direct costs are one time fixed
costs in the form of membership fee and transaction costs. The
transaction costs levied are either in the form of tiered model or as a
percentage of the transaction amount. Mobile payment solutions are
more often not ubiquitous and many of the solutions work only on
certain hardware and software and finally require support for either
a last mile or long range communication bearer. The cost of
hardware and communication bearer is most likely borne by the end

user of the solution.

3.5. Monetary Thresholds

While cash has no limit on the value that can be exchanged between
the transacting parties, payment solutions often levy a minimum

threshold below which the solution cannot be used. Many of the

10
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solutions/platform do not allow for transferring monetary value
below a certain threshold as such low value transactions are not

financially viable to the solution provider.

3.6. Business Model

Last mile or proximity, end-to-end, payment platforms, between
banks (inter and intra), CUG or preferred use case for transactions

like P2P, P2M, remittances, utility bills.

3.7. Regulatory Environment

Financial and Banking regulations governing the mobile payment
solutions is also a major differentiator and hence we discuss these
regulations as part of ecosystem while discussing individual payment

solutions.

3.8. Key Security Features

We present details on use of authentication mechanisms like
biometrics, One-Time Transaction Pin (OTP), use of HSM module,

provision for two-factor authentication, encryption.

3.9. Communication Bearer

The other major technology differentiator is the communication
bearer used for the mobile payment solution. We identify whether
the solution uses IP, GPRS, SMS, USSD or Voice channel (IVRS) for

establishing the connection.

11
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Chapter 4

Popular Real World Deployments

Size of banking industry and payment solutions being primarily
related to GDP of the country and the per capita of people using the
solutions, we analyze the mobile payment solutions across

developed, developing and underdeveloped countries.

4.1. Developed Countries
4.1.1. United States of America
Regulatory Environment

The US federal laws allow for any monetary system to exist as long as
it's value is tied to the dollar and the entities processing these
transactions are registered as either a money service broker or
payment and settlement agency. The federal laws deal with only
legal compliance aspect of the solution and the actual ability to use
the solution is limited by the definition of legal tender as defined by

state laws.
4.1.1.1. Google Money

Google has deployed a new online banking solution called Google
Wallet, which allows for transfer of money between Gmail accounts.
The solution is embedded into Gmail and the source and destination
of funds are uniquely identified based on Gmail accounts. The debit
and credit of funds is done between the accounts (savings or credit

or debit) associated with the respective Gmail accounts.

Google Wallet allows for money transfer through a simple email and
has no transaction fee (zero transaction fee) between bank accounts
of individuals. It charges a fee of 2.5% (i.e. the basic VISA/Master

12
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Card Transaction fee which anyway most vendors charge otherwise)
if third party payment gateways like Visa/MasterCard are involved
through the use of credit/debit cards.

This product is available in many countries where the respective
central bank has approved/recognized it as a payment system. The
settlement is done through Google Payment Corp (GPC) which is an

authorized settlement agency by the US Federal Reserve.

4.1.1.2. Square

Square is not a credit card processor; it’s an aggregator. Paymentech
is the company that processes transactions for Square, and JP
Morgan Chase is the company’s acquiring bank (also called a
member bank). Square’s application collects credit card information
and routes it to Paymentech where it is then routed through Visa or

MasterCard’s network to the customer’s issuing bank.

Square now offers an offline (store and forward) mode for
merchants to accept payments even without an available internet
connection. Square uses processors and banks just like any other
merchant service provider, and it’s not exempt from the interchange
fees that banks charge, or the assessments that Visa, MasterCard
and Discover charge. Square pays interchange and assessment costs
behind the scenes and passes these costs to its users via a bundled

pricing model.

The unique selling points for Square are offline payments and
enabling payments from cards to customer accounts. The cost of PoS
terminal is greatly reduced as Square converts the smartphone into a

PoS terminal using a swiper (a low cost device for reading). While the

13
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above works only for credit cards, for debit cards, Square has
another solution called Square Cash. The process is simple:
+ (Create an email to whoever you want to pay
+ Write the dollar amount of your payment in the subject line
*+ Send a carbon copy (Cc:) of the message to
Cash@Square.com so they will know you are trying to make
a payment
* [If you like, you can write whatever you want in the message
body (or you can just leave it blank)

+ Send the email.

If it’s your first time using the service, you will get an email from
Square Cash asking you to provide your debit card number. The
same is true for your payee. After about two business days, the

funds will arrive in the payee’s checking account.
4.1.1.3. Apple Pay

Apple Pay is a mobile payment and digital wallet service by Apple.
Apple Pay is a mobile payment service that lets certain Apple mobile
devices make payments at retail and online checkout. Apple Pay
works on iPhone 6 and iPhone 6 plus and all other Apple devices
compatible with Apple watch. It digitizes and replaces the credit or
debit magnetic stripe card transaction at credit card terminals. The
service lets Apple devices communicate with point-of-sale systems
using a Near Field Communication (NFC) antenna, a “dedicated chip
that stores encrypted payment information” (known as the Secure
Element), and Apple’s Touch ID and Passbook. The unique selling
points of Apple Pay are:

* Enhanced protection to credit card transactions

* Enhance privacy to transaction details.

14
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Overview of Security and Privacy in Apple Pay

Apple designed Apple Pay to use tokenization. Tokenization replaces
the actual credit card number with a special number for making
payments and hence enhances customer’s privacy as the merchant
cannot map the customer’s profile to the transactions. Tokenization
is not a new concept, but Apple’s implementation is reportedly far
more secure and brings tokenization into the real world.
Traditionally, credit card tokenization was an online-only affair and
the token vault — a database that maps tokens to credit card

numbers —was maintained by the payment gateway.

Apple has worked directly with credit card networks like Visa and
American Express to move tokenization to their end of the chain,
according to details of Apple Pay’s design revealed by POS provider

Clover.

With Apple Pay, rather than receiving a card number, CVV, expiration
date, and billing address from the customer, the merchant receives
only a device-specific token and a dynamic, one-time-use security
code. The token is translated into a credit card number only when it
reaches the payment network, meaning that only the consumer’s
bank and the payment network have information about both the

person and the transaction.

When a user first signs up for Apple Pay, either via an existing iTunes
credit card or by loading a new one onto the iPhone, the card
information is immediately encrypted and securely sent to the

appropriate credit card network. Upon determining that the credit

15



IDRBT Staff Paper Series

card account is valid, a token is sent back down to the device

whereupon it’s safely stored within the iPhone’s Secure Element.

In addition to the token generated as per the EMV Payment
Tokenisation Specification, completing a token-based transaction
from a mobile device requires a form of personal authentication,
which is where the simplicity of Touch ID rears its beautiful head.
Instead of having to clumsily enter in a one-time password (static
authentication data such as a PIN cannot be used), the payment

process is finalized when a user authorizes it with Touch ID.

But there’s a whole lot more to Apple Pay than Touch ID and the
simple handing off of tokens. Providing an additional layer of
security, an Apple Pay-equipped iPhone at the time of each
transaction also sends a dynamically generated CVV up the chain
along with a cryptogram. The CVV is the three-digit string located on
the back of your credit card and, in the case of Apple Pay, is a
algorithmically- generated dynamic string that’s tied directly to the
token. The cryptogram itself “uniquely identifies the device” that
created the token and, according to the EMV Payment Speg, is likely
comprised of encrypted data sourced from the token, the device
itself, and transaction data. Note, though, that the precise

components of the Apple Pay cryptogram aren’t publicly known.

The important thing to remember, though, is that the cryptogram is
effectively a one-time use digital signature that verifies that the
token in transit originated from the device being used. Additionally,
the cryptogram includes pertinent transaction data such as the

identity of the merchant and how much is being charged.
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4.1.1.4. Starbucks Mobile Payments

This is a closed group payment solution from Starbucks. The solution
aims to improve in store purchase experience and is useful for
purchasing Starbucks food and beverages only. The user configures
his payment details in an app and can also choose the desired drink.
He places the order within the Starbucks app and a unique code is
generated for the purchase. The barcode is read by the PoS terminal
in the store. The app based business process allows the user to keep

track of his loyalty points without having to carry any additional card.
4.1.1.5. clearXchange

clearXchange is a payment and clearance system established by a
consortium of six banks. Being an online banking solution, the
customer is expected to have data connection enabled on his mobile
phone. The user has an application enabled and should have his
mobile number activated for clearXchange transactions by the bank.
The most distinguishing feature is the solution allows for transfer of
money between any type of account (savings/credit/debit cards) as
long as his bank is a member bank of the above consortium. The
solution suits US interests as 3G is well established across US and
most Telco operators are in the process of migrating to 4G networks.

Further, smart phones have penetrated 70% of US market.

Europe

The Mobile Banking space in Europe is largely fragmented by
multiple solution providers. Mobile Banking in Europe has become a
necessity for banks in Europe mainly due to the 2008 financial crisis.
Since the 2008 crisis, banks in Europe have become desperate to cut

operating costs. By and large these solutions are replicas of the
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African model. Several member countries in Europe have felt that
the mobile banking solutions adopted by African nations are good
and are sufficiently secure enough. The following are the popular

mobile payment solutions in different European countries:

4.1.2. Germany

+ Carrier Billing
+  Accept Email
+  Skrill Wallet
*+ UKash

* VPay

There is nothing unique about the above wallet based payment
techniques and hence we do not go into detailed discussion of the
above techniques. However, Carrier Billing is a unique payment
technique that stands apart. Carrier Billing is a mobile payment
method where a consumer uses the mobile billing option during
checkout at an e- commerce site to make a payment. After two-
factor authentication involving a PIN and One-Time-Password, the
consumer’s mobile account is charged for the purchase. Carrier
Billing lets wireless subscribers place the cost of a purchase for a

digital good on their monthly phone bill.

It is a true alternative payment method that does not require the use
of credit/debit cards or pre-registration at an online payment
solution such as PayPal, thus bypassing banks and credit card

companies altogether.

The other unique payment solution that is widely prevalent is UKash.
UKash is an electronic money system wherein the customers

exchange their cash for a unique 19-digit code representing their

18
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prepaid money. After making a transaction, a new 19-digit code is

generated to represent the balance, just like change in an offline

cash transaction.

4.1.3. France

*

Carte Bleue

Kwixo

Allied Wallet

Web Money Transfer
AfterPay

4.1.4. The Netherlands

Mobile payment technologies that are unique to Netherlands are:

*

iDeal
E-bon
Klarna
Billink
Minitix

The unique feature about mobile/electronic payment solutions in

Netherlands is the provision for ability to pay for services after they

are delivered.

4.1.5. Belgium

»

»

EgoPay e-wallet
ping.ping

Payza

ING Home "Pay

19
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Observations of payment solutions in Europe

Given the high penetration of banking services and bank aided credit
and debit cards, there is no major penetration and demand for
wallet based mobile payment alternatives. Bank aided solutions are
predominant market shareholders. The only unique payment
solution is telco supported billing for online purchases. That is, the
customer can buy from select merchants by charging the bill against
his postpaid monthly cellular bill. Finally, the use of BitCoin is

widespread due to larger ecosystem of merchants who accept them.

4.1.6. Japan

Japanese banks entered the market in partnership with the mobile
operator. The bank rents space on the mobile operator’s payment
platform, providing their credit card customers an opportunity to use
their credit card. However, banks do not get any revenue from these
transactions, but need to pay a fee for using the mobile operator’s
service platform. It should be noted that NTT DOCOMO is the
dominant telco operator and hence is currently the only mobile
payment platform provider. Several other solutions are much smaller
(in terms of coverage and usage) and are often limited to specific
services like e-payments at railway stations through business issued

mobile top-up cards.

Regulatory Environment

Japan is the best example of the MNO-led model. The growth of
mobile payments in Japan was largely enabled after financial
regulations were eased and banks were allowed to issue credit lines
to individuals. Prior to this regulatory change, credit cards issued

were largely a version of debit cards and were issued only by banks
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